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What is SELinux?

 Enhancement to Linux Kernel and utilities
 not a stand-alone distribution
 available as part of major distributions

 Incorporates flexible mandatory access control
 primarily through type enforcement
 cooperates with other security enhancements (execshield)

 Provides a rich and flexible MAC policy language
 Maintains binary compatibility for programs

 unmodified Linux applications can be controlled
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Mandatory Access Controls (MAC)

 Access Control in general
 subjects and objects have security attributes
 access determined based on policy rules

 Discretionary Access Control
 users can change security attributes at request
 allowing programs running on behalf of a user to affect the

results of access rules
 Mandatory Access Control

 users cannot change security attributes at request
 user programs must work within the constraints of rules
 MAC rules are controlled by the organization, not the user
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Type Enforcement

 A type is an unambiguous identifier
 created by the policy writer
 applied to all subjects and objects and for access

decisions
 Types group subjects and objects

 signifies security equivalence
 everything with the same type has the same

access
 policies have as few or as many types as needed
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Type Enforcement

 Access specified between
 subject type (e.g., process or domain)
 and object type (e.g., file, dir, socket, etc.)

 Four elements in defining allowed access
 source type(s) aka domain(s)
 target type(s)    objects to which access allowed
 object class(es) classes to which access applies
 permission(s)type of access allowed

 SELinux prevents access unless explicitly allowed
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Where is SELinux being used

 Distributions
 Fedora 2-7
 Red Hat Enterprise Linux 4 and 5
 Hardened Gentoo
 Debian Etch
 others

 Government applications
 Regular users
 Embedded applications



© 2007 Tresys Technology, LLC (www.tresys.com/selinux, selinux@tresys.com)

Solving your security problems

 SELinux is useful for solving your security
problems

 Examples
 protecting the system from an application under

attack
 protecting data from disclosure
 protecting data integrity
 containing untrusted programs
 auditing violations
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Application under attack

 Bulletin board application
 frequent exploits
 need to keep running
 want to protect the rest of the system from it

 Exploits
 compromise system
 use for botnet
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Application under attack

 SELinux can
 limit bulletin board to local interaction with

 web server
 database server

 reduce ability to upload bot
 prevent bot from accessing the network

 Depending on application architecture
 cgi-bin - complete isolation
 mod_php, mod_python, etc.

 limit to an apache-sized sandbox

 Demo
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Protection from disclosure

 Access to customer records
 web app authenticates user
 web app grants access to the customer records

 Exploits to access those customer records
 compromise web app itself

 not much SELinux can do
 compromise other portions of the web site
 compromise something else on the system
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Protection from disclosure

 SELinux can
 limit access to customer data to the web app itself

 other portions of the same website denied access
 other processes on the same system denied access

 support an architecture for protecting data
 Within the limits of SELinux

 separation is at the process level
 kernel exploits can bypass SELinux
 base policy may give privileged domains access

 Demo
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Protecting data integrity

 /etc/passwd
 pervasive need to read
 integrity of this file is very important

 Anyone who can modify this file can
 change their UID to 0
 lock out another user
 etc.
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Protecting data integrity

 SELinux can
 limit write access to /etc/passwd

 /usr/bin/passwd needs access
 limit who can run /usr/bin/passwd
 control passwd’s power based on who launched it

 not really useful in this example though

 Still have to trust application to do its job
 /usr/bin/passwd can write to /etc/passwd
 trust it to only change the appropriate user line
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Protecting data integrity

login

bash

/usr/bin/passwd

fork()

/etc/passwd

etc_passwd_t

user_t

passwd_t

passwd_exec_t

execve()

write(), create(), unlink()

passwd

allow passwd_t  etc_passwd_t : file { write create unlink };
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Containing untrusted programs

 Great new BitTorrent client
 great reviews on your favorite forum
 app written by some guy you’ve never heard of

 Running it considered dangerous
 could contain backdoor or other malicious code
 running it as a regular user insufficient
 difficult to tell if it’s misbehaving
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Containing untrusted programs

 SELinux can
 create a flexible sandbox for the application
 prevent the application from reading user data
 log any attempts to escape the sandbox

 logs all denied accesses
 can also log allowed actions, if desired

 Demo
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SELinux is getting easier

 Improved upstream policy
 Management tools
 Policy development tools
 Debugging tools
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Reference Policy

 A new SELinux policy that
 reduces the complexity of writing, maintaining,

and analyzing policy
 uses modern software engineering principles
 is well documented, modular, and configurable
 provides a single source for all the policy variants

 Together this will make a policy that is…
 maintainable
 verifiable
 usable
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Reference Policy
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Management tools

 libsemanage
 library for policy management
 provides ability to make changes to the policy

 Tools built on libsemanage
 semodule (policy modules)
 semanage
 GUIs (system-config-selinux)

 Commercial applications
 Tresys Brickwall
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Management tools

 Policy modules
 present in current distributions
 breaks policy into loadable modules
 allows for local customization while still tracking

vendor base policy
 third-party module support
 need only install modules for your applications
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Management tools
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Management tools
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SLIDE - policy development

 IDE for Reference Policy
 utilizes generated xml to make editing easier
 provides wizards for common tasks
 syntax highlighting

 Full policy or individual module
 Remote testing and debugging

 through SLIDE Remote
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SLIDE - policy development
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Debugging tools

 setroubleshoot
 monitor logs for denials
 attempt to infer a reason and suggest a resolution

 SLIDE Remote
 mentioned previously
 debugging during development

 More in the pipeline
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Debugging tools
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Conclusion

 SELinux can probably address your problems
 flexible enough to address many situations
 must understand limitations of SELinux and

security architectures to fully utilize
 not just for government high-security needs

 SELinux is getting easier
 solid foundation
 tools developing rapidly to increase usability
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Links

 http://www.tresys.com
 http://www.usefulsecurity.com
 http://securityblog.org
 csellers@tresys.com


